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Introduction
Electronic data has emerged as a critical source of evidence and has changed the
way discovery materials are gathered and managed. Increasing numbers of companies
rely on e-mail for exchanging privileged and confidential information with colleagues,
suppliers, distributors, partners, legal advisors, accountants, and others.1 With the advent
of electronic mail, organizations have moved away from paper and telephone based
transactions, thereby avoiding delays associated with travel, missed phone calls, and
paper trials.2 Due to this increased use of computer technology as a means of
communication, electronically stored data has become a prime source of evidence in
aviation litigation.3 Surveys now reveal that approximately 30% of all current civil
discovery requests involve electronically stored data.4 This percentage is certainly higher
in aviation litigation.
Technological advances, including sophisticated e-mail systems/servers and
desktop internet access have made the use of electronic communication more prevalent
than ever before. Most businesses utilize electronic communication for confidential and
sensitive information. Other documents, including contracts, budgets, and meeting
minutes, are frequently reviewed, revised, approved, edited and e-mailed to numerous
recipients without ever being printed. The various drafts and versions of these documents
(sometimes with electronic redlined notes) along with corresponding backup copies may
be stored on a companies’ computers’ hard drives and/or backup tapes for years.5
Electronic documents are becoming ever more ubiquitous and so has their use in
litigation. By way of example, in the antitrust lawsuit brought by the U.S. Department of
Justice against Microsoft, a number of Bill Gates’ e-mails were used against him as
evidence of alleged illegal activity. Although these e-mails were embedded in what must
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have been billions and billions of bytes on his hard drive, and within Microsoft’s
network, they were easily searched out with text search software that lawyers use as
bloodhounds to sniff out relevant evidence.6 For a second example, in a recent case, a
woman brought a suit against her former employer for age discrimination after being
fired. Initially, her lawsuit appeared unlikely to succeed because the employer had
carefully handled the termination following the guidelines outlined by a human resources
professional. The company expected to quickly dispose of the case or at most, settle for
nuisance value. During discovery, the woman’s attorney hired a computer consultant
who specialized in retrieval of e-mail. The consultant examined the company’s computer
system, salvaged a deleted message from the company’s president to the head of the
personnel department, and passed this on to the woman’s attorney. In the e-mail, the
president used blatantly discriminatory language to order the woman’s termination.
Following the discovery of the message, the company settled the case for $250,000.7
The purpose of this article is to alert ABC assureds and their brokers to the issues
presented by electronic discovery and provide suggestions as to how they may prepare for
it when faced with litigation.
What are Electronic Documents?
At the outset, it is important to define what “electronic” documents are.
Electronic documents/evidence have been defined as “information stored in electronic
form that ... is relevant to the issues in a particular litigation.8 The terms “electronic,”
“digital”, and “computer-based” are used interchangeably in most of the literature and
industry. These terms commonly refer to information that is created or stored or best
utilized on computers in digital form. The most common applications used in industry
are word processing, (programs such as WordPerfect or Word), spreadsheets (such as
Excel), and databases. Digital information is generated, transferred, stored, and retrieved
6
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from many devices such as desktop and laptop computers, printers, fax machines, digital
telephones, digital pagers, and hand-held personal digital assistance like Palm Pilots.
What Are Bytes?
It is helpful to have a very basic understanding of how computers work and to understand
the transformation of information from a “man-readable” format (e.g. English), into an
electronic format, and how that information is stored. First, almost all electronic
information is stored in the form of binary numerals. Text, sound, and pictures (or
graphic files) are all reduced to zeros and ones. While somewhat simplistic, it is enough
here to know characters and numerals are represented in a computer by a series of zeros
and ones. At a very basic level, computers are nothing more than a collection of
organized switches operating at incredibly high speeds manipulating the zeros and ones.
These switches have only two settings, on and off. Computer operations are a result of
controlling these huge number of switches. Microscopic electronic devices called
transistors are used to perform switching functions. Approximately 16 million transistors
can be put into a chip the size of a thumbnail, and microchip designers (such as Intel)
regularly find ways of adding more transistors to memory chips. In fact, computers may
soon use transistors built on a molecular scale, radically increasing the number of
switches that can fit onto a single chip.9 Bits are the fundamental building blocks of
electronically stored information. In technical terminology, eight bits comprise one
“byte” of storage capacity or memory. Floppy disks, commonly used a decade ago, were
capable of storing approximately 180 pages of text. Today’s CD-ROM disk can store
approximately 325,000 pages of text. Many hard drives can store up to 2 million pages of
text.10 Therefore, the sheer volume of discoverable electronic evidence poses logistical
challenges to lawyers and parties. Naturally, the trend is toward even greater computer
storage capacity.
Discovery of Electronic Documents
Federal Rule of Civil Procedure 34 provides for discovery of documents and other
information from opposing parties. Historically, “documents” were interpreted to mean
tangible paper documents. The text of Rule 34 was amended in 1970 to provide for
electronic discovery by permitting the discovery of any “data compilations from which
information can be obtained, translated, if necessary, by the respondent, through detection
devices into reasonably useful form”.11
The Manual for Complex Litigation also addresses the process for discovery of
electronic data in litigation. The Manual advises that “any discovery plan must address
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relevant issues, such as the search, location, retrieval, form of production and inspection,
preservation, and use at trial of information stored in mainframe or personal computer or
accessible online.” (emphasis added)12 Therefore, in litigation deemed complex, a
discovery plan for electronic discovery is required.
Further, courts have interpreted similar statutory provisions stating that “it is black
letter law that computerized data is discoverable if relevant.”13 Courts have also said that
“computers have become so commonplace that most court battles now involve discovery
of some type of computer stored information.”14 Another court noted that “there is
nothing about the technological aspects involved which renders information stored in an
electronic media ‘undiscoverable’”.15 Accordingly, one may reasonably infer that courts
will give a wide berth to reasonable requests for electronic discovery.
Types Of Electronic Evidence
Given that most courts will entertain broad requests for electronic discovery, what
types of electronic evidence are available to discover?
Active Data
Most desktop computers store data on removable disks, internal hard drives
and/or CD-ROM devices. Further, the trend is to store information on DVD-ROMS
(historically known as digital video disk and now called digital versatile disk) which
further expand storage capacity. Laptops, hand held computers, and Palm devices also
store information in memory cards. Networked computer systems store data on large
hard drives and copy the information stored on their system to a backup system on a
regular basis to guard against accidental loss of data. Individual users and businesses can
backup their stored data by sending their files over the internet to a third-party’s
computer. This means that a backup copy of information stored on a computer in Los
Angeles may exist in a separate storage device located in New York. In fact, several
companies offer computer users free storage space on their websites.16
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At this point, the reader may be asking, “So why all the hullabaloo? If it is subject
to discovery, why not just print it out?” First, much of the information is never printed
out, nor is it intended to be printed out. The information simply can’t be represented on
paper. One example of this is a computer spreadsheet. If the spreadsheet is printed out,
only a portion of the information used to create the spreadsheet is made available. Every
cell has behind it formulae, instructions, and relationships to other cells that are not
readily apparent. Electronic discovery usually makes this information available.
E-mail and word processing files, both critical types of electronic documents in
discovery, contain what is called “metadata” which originates from the Greek meaning
“information about information”. Metadata does not appear in a printed document.
Often, from an original electronic version, you can get the original author, date, time of
creation, how the document was edited and routed, and sometimes earlier versions of the
document. This is only some of the information available as metadata. In years past, this
material was usually not requested during discovery. However, anyone who requests
electronic discovery today would be a fool not to ask for it. Conversely, a responding
party would be foolish not to look at it very carefully before producing same.17
Litigants should take note that, “[a] request for raw information in computer
banks [including metadata] is proper and the information is obtainable under the
discovery rules.”18 In fact, courts sometime order the parties to permit counsel (and their
computer forensics expert) to physically search through a responding party’s computer
system to obtain active data.
While the above examples are fairly routine in electronic discovery, there are a
number of locations where responsive electronic data may be found, which are not so
obvious.
Replicant Data
Almost all routine computer operations involve file replication. Whenever you use
a computer, you are creating replicas of records without consciously doing so. Whenever
computer files are created, opened, viewed, edited, copied, printed, e-mailed, or faxed,
the computer system makes a record or log of the activity. Think of this in terms of a
conventional file cabinet which could tell you who has reached into the drawer and what
they did. Computers log activity of this sort routinely and this opens up a whole new area
of available information.19 Lawyers will often use this information to cross-examine a
witness during deposition or trial.
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Further, it is critical to remember that from an electronic discovery standpoint,
documents that were never “saved” may still exist on the computer’s hard drive and may
be discoverable. Most users have experienced slight pauses in processing when typing in
a word processing program. These processes are often automatic backups to applications
in the event of system failure. Each time this backup occurs, a “file clone” is created and
stored.20 On many networks, these file clones are saved to a user’s hard drive. In
addition, data that is sent to a printer, while not saved, may be stored in a printer’s buffer,
which may also be recoverable.21 Bottom line, while a user may believe the document
was purged from the system, several copies may be residing on the hard drive or other
places on the network.
Obviously, another fertile area for electronic discovery is backup tapes. A simple
definition of backup data is “information copied to removable media in order to provide
users with access to data in the event of a system failure.”22 Companies often have a
formal backup policy wherein the company’s computer system is “backed up” on a
regular basis and then warehoused for a certain period of time. By reviewing backup
tapes, plaintiff’s counsel are often able to assemble a chronology - say a communications
trail regarding development of a certain aviation product - that otherwise would have
been beyond reconstruction.
Residual Data
As alluded to earlier, when a computer user presses the “delete” key on his/her
keyboard, the document is not really “deleted”. Hitting the “delete” button merely
instructs the computer to write over the hard disk space that contains that particular file.
Often “deleted” files are only partially overwritten which may enable a plaintiff’s
counsel’s computer reconstruction forensic expert to recover the remaining parts of a
document.23 Also, at least one court has found that computer files including deleted
documents that can be recovered are discoverable.24 Bottom line - litigants required to
produce a “copy” of a hard drive should retain an expert themselves to review potential
residual data before producing same. Also, several commercial software programs are
available which “overwrite” deleted files, essentially purging the residual data.
Costs Involved in Electronic Discovery
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Well, one might ask, who pays for all this technological wizardry?
Electronic discovery involves costs without parallel in conventional paper
discovery. Generally, the costs follow the same general principals of paper discovery.
However, preparing to produce documents electronically can be costly.
First, the responding party must locate the responsive active data in myriad of
possible locations and take action to segregate and preserve it before it inadvertently
becomes altered or damaged. Obviously, a company’s computers are being used all the
time by perhaps hundreds or even thousands of people and inadvertent alteration or
destruction of live data is a real possibility.
Next, all the inactive data must be restored to a format and system that is usable.
Take a typical case where a company has five servers, each backed up monthly, for 10
years. This would mean 600 monthly backup tapes, which cost roughly $1,000 each to
restore. In such a case, a litigant would face an expense of $600,000 before they could
even determine whether any of the data were relevant to the litigation. Obviously, this
type of situation should foster immediate negotiation and potential motion practice to
limit scope. In fact, courts have ruled “plaintiffs are not entitled to unbridled access [of] a
defendant’s computer system ... [they] should pursue other less burdensome
alternatives.”25 Similarly, another court ruled that while the plaintiff’s request to search a
defendant’s computer system was within the scope of the discovery rules, the inspection
sought was overly broad since it would have given the plaintiff unfettered access to
defendant’s entire computer system which could cause defendant irreparable harm.26
Also, it is important to remember Federal Rule 26(b)(2)(i-iii). These are the
“proportionality standards” limiting the scope of a request for production during the
discovery process.
Next, when the documents are in a readable format, and before they can be
produced, the electronic documents need to be searched and vetted for privilege -- just
like paper documents. Courts have recognized the need to preserve the attorney-client
privilege and work product doctrine objections in production of electronic discovery.27
Each document must be screened individually. In jurisdictions with a strict view of
inadvertent waiver of privilege (which thankfully is a severe minority), this task must be
done with exacting detail and can easily become a very costly phase of discovery.
Last, the relevant and non-privileged data must be produced to the requesting
party. This often involves creating images of the electronic documents in an agreed upon
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format. It is important to agree, in the first instance, to one electronic format and stick to
it throughout the case. Converting to various formats mid-cycle adds costs.
Litigants should note that where the electronic discovery is deemed unduly
burdensome or expensive and the parties’ resources are disproportionate, the possibly
exists that a court may order an allocation of costs.28 In fact, one court has found that the
requesting party must bear costs of having a forensics expert make a mirror image of the
defendant’s hard drive.29
Being Prepared for Electronic Discovery
If an ABC assured is involved in litigation, a request for electronic discovery is
extremely likely. Therefore, what can ABC assureds do to put their companies in the best
position for the eventuality of responding to a request for electronic discovery? It is the
author’s opinion that e-mail is likely the most fertile ground which a plaintiffs’ lawyer
may till for ammunition in a products liability lawsuit. Hence, it is important that ABC
assured’s develop company e-mail and internet policies. The policy should state:
1.
2.
3.

4.
5.
6.
7.
8.
9.
10.

That the extent of usage allowed is limited -- it should specifically state
the restrictions on use of e-mail and internet;
that the system is the sole property of the employer;
that e-mail messages are not private. (In fact, courts have ruled that an
employee has no reasonable expectation of privacy in e-mails sent over the
employer’s system;30)
that the company has right to monitor e-mail usage;
that the company prohibits harassing or defamatory messages;
that the company prohibits solicitation for non-business purposes;
that the company prohibits transmission of trade secrets/confidential
information;
that the company prohibits copying/distribution of copyrighted material;
that the company prohibits chain mail;
and, that the company strongly discourages arguing a point over e-mail
and prohibits it if it relates to a design or product integrity issue.

As has been discussed, employee e-mail is frequently used against a company.
However, depending on a company’s internal policies a company may not be in a position
to introduce a comparable message (offensively) if the e-mail communications fail to
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satisfy the requirements for a “business record” under the Federal Rules of Evidence.31
Companies should consider adopting an e-mail “system”, rather than merely a policy. A
system implies the use of technology to automatically purge all historic e-mail. The
company should consider adopting an e-mail policy intended to delineate official
company e-mail -- which should be treated as a paper document and subject to regular
document retention policies -- and personal or unofficial e-mail, which should be
routinely deleted. Further, by defining and distinguishing between official and unofficial
e-mail, companies minimize the risk that unauthorized communications among
employees could later be used against the company in litigation. Alternatively, a
company may wish to designate two e-mail systems. One for official business and
another for personal and administrative communications. Obviously, the
personal/administrative e-mails could be deleted (depending on the volume of e-mail
traffic) in a time period as short as a day, week, or month. E-mail regarding official
business could be retained pursuant to a separate provision in the company’s record
retention policy given applicable regulatory requirements which are often at issue,
especially in aviation.
The general concept to be transmitted to all employees is to use common sense.
The company should advise users to think about how what is being written would sound
before a jury, to be factual and not speculate.
Of course, a workable document retention policy that “involves the systematic
review, retention, and destruction of documents received or created in the course of
business” is essential to be prepared for litigation.32 In terms of a record retention policy,
the Linnen v. A.H. Robbins case is widely cited.33 Here, defense counsel stated “that after
several investigations in response to repeated requests for production, the defendant had
produced all their responsive e-mail.” Later, the plaintiffs deposed the chief information
officer, who stated absolutely that the defendant corporation had followed its record
management plan, destroyed pre-litigation backup tapes in the normal course of business,
and that there was nothing more. Later, the plaintiffs deposed another person in the
computer department in charge of the e-mail system. This witness did not know anything
about a records retention policy, normally did not destroy anything, and had 700 backup
tapes in a storeroom that were in the process of being overwritten. A very angry state
court judge announced that a spoliation inference would be in order if the case ever came
before a jury, which it did not. Obviously, it is important to get a firm grasp of the
computer system early in the case before any damage can be done, and ...find the person
with keys to the storeroom.
31

See Monotype Corp. PLC v. International Typeface Corp. 43 F 3rd 443, 450 (9th Cir.
1994).

32

See Christopher v. Cotton, Document Retention Programs for Electronic Records:
Applying a Reasonable Standard to the Electronic Era, 24 J. Corp. L. 417 419-20 (1999)

33

Linnen v. A.H. Robbins Co., Inc. 10 Mass. L. Rptr. 189 (1999).

The Role of an Competent Expert
Computer discovery experts are often deeply involved in day to day conduct of
litigation.
At ground level are the system experts. These are the people who know the
computer systems used and are often employees of the ABC assured. They know how
e-mail servers are set up, what the backup procedures are, and how the operating system
deals with various files. At mid-level are electronic discovery experts. These are usually
experts brought in by defense counsel to automate the discovery process. These people
help prepare the case for an electronic courtroom. At the top level of electronic discovery
are computer forensic experts. They specialize in recovering deleted files, restoring
damaged data, and finding “hidden” documents and information. In the normal course of
civil litigation, it is usually unadvisable for the experts from the various sides to consult
with one another during the discovery process or before their depositions. However, in
electronic discovery, the parties should consider allowing the various consulting experts
to talk to each other and work out arrangements whereby they can cooperate (regarding a
myriad of topics such as format, and exchange protocol) without waiving work product
protection.
Responding to an Electronic Discovery Request -- Conducting a Reasonable Good
Faith Discovery Search
When an ABC assured is faced with an electronic discovery request, Mendes &
Mount, LLP will work with the assured to make a reasonable good faith discovery search
for the requested documents. The process is not particularly different from responding to
a standard request for a production of documents. Some items to keep in mind when
responding to a request for electronic discovery are:
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Identify key personnel with relevant information. Search their hard drive,
laptop, home computer, and, if used for business, hand held devices (Palm
Pilots) and network files.

2.

Identify types of documents relevant and relevant time periods.

3.

If relevant documents were purged, search system and backup tapes for
those documents.

4.

Send notice to employees regarding the duty to preserve required evidence
and to suspend normal business procedures that alter or destroy relevant
electronic documents.34
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Conclusion
Certainly, technology has changed the landscape of discovery. Often the
operative question is what can a litigant get out of computers at a reasonable cost.
Obviously, in major air crash litigation, the plaintiffs' steering committee will often spend
tens of thousands of dollars on electronic discovery. These costs are in addition to those
involved in presenting the evidence in an “electronic courtroom”. Meanwhile, courts
continue to allow and expand the use of electronic discovery as technology continues to
evolve. Accordingly, ABC assureds should review their record retention policies in light
of some of the issues raised herein. Attached hereto are two appendices of proposed
California statutes regarding electronic discovery. The first, Appendix I, provides
statutory authority for some of the concepts outlined in this article. The second,
Appendix II, deals with remote electronic appearance at depositions.
_________________________
Note: The information contained in this article is general in nature and does not
constitute legal advice. These materials are merely intended to provide an overview and
points of discussion regarding the topics addressed. Should ABC assureds have a
particular issue of concern, the advice of Mendes & Mount, LLP and competent counsel
licensed to practice in your jurisdiction should be sought.

APPENDIX I
PROPOSED STATUTE
CALIFORNIA CCP §2017 (e)
(e) (1) Pursuant to noticed motion, a court may enter
orders for the use of technology in conducting discovery
in cases designated as complex pursuant to Section 19 of
the Judicial Administration Standards, cases ordered to
be coordinated pursuant to Chapter 3(commencing with
Section 404) of Title 4 of Part 2, or exceptional cases
exempt from case disposition time goals pursuant to
Article 5(commencing with Section 68600) of Chapter 2
of Title 8 of the Government Code, or cases assigned to
Plan 3 pursuant to paragraph (3) of subdivision (b) of
Section 2105 of the California Rules of Court. In other
cases, the parties may stipulate to the entry of orders for
the use of technology in conducting discovery.
(2) An order authorizing that discovery may be made
only upon the express findings of the court or
stipulation of the parties that the procedures adopted in
the order meet all of the following criteria:
(A) They promote cost-effective and
efficient discovery or motions relating
thereto.
(B) They do not impose or require undue
expenditures of time or money.
(C) They do not create an undue
economic burden or hardship on any
person.
(D) They promote open competition
among vendors and providers of services
in order to facilitate the highest quality
service at the lowest reasonable cost to the
litigants.
(E) They do not require parties or counsel
to purchase exceptional or unnecessary
services, hardware, or software.
(3) Pursuant to these orders, discovery may be
conducted and maintained in electronic media and by
electronic communication. The court may enter orders
prescribing procedures relating to the use of electronic

technology in conducting discovery, including orders
for the service of requests for discovery and responses,
service and presentation of motions, production,
storage, and access to information in electronic form,
and the conduct of discovery in electronic media. The
Judicial Council may promulgate rules, standards, and
guidelines relating to electronic discovery and the use of
such discovery data and documents in court
proceedings.
(4) Nothing in this subdivision shall diminish the rights
and duties of the parties regarding discovery, privileges,
procedural rights, or substantive law.
(5) If a service provider is to be used and compensated
by the parties, the court shall appoint the person or
organization agreed upon by the parties and approve
the contract agreed upon by the parties and the service
provider. If the parties do not agree on the selection,
each party shall submit to the court up to three
nominees for appointment together with a contract
acceptable to the nominee and the court shall appoint a
service provider from among the nominees. The court
may condition this appointment on the acceptance of
modifications in the terms of the contract. If no
nominations are received from any of the parties, the
court shall appoint one or more service providers.
Pursuant to noticed motion at any time and upon a
showing of good cause, the court may order the removal
of the service provider or vacate any agreement between
the parties and the service provider, or both, effective as
of the date of the order. The continued service of the
service provider shall be subject to review periodically,
as agreed by the parties and the service provider, or
annually if they do not agree. Any disputes involving
the contract or the duties, rights, and obligations of the
parties or service providers may be determined on
noticed motion in the action.
(6) Subject to these findings and the purpose of
permitting and encouraging cost-effective and efficient
discovery, "technology," as used in this section,
includes, but is not limited to, telephone, e-mail,
CD-ROM, Internet web sites, electronic documents,
electronic document depositories, Internet depositions

and storage, video conferencing, and other electronic
technology that may be used to improve communication
and the discovery process.
(7) Nothing in this subdivision shall be construed to
modify the requirement for use of a non stenographic
court reporter as provided in paragraph (1) of
subdivision (l) of Section 2025. The rules, standards,
and guidelines adopted pursuant to this subdivision
shall be consistent with the requirement of paragraph
(1) of subdivision(l) of Section 2025 that deposition
testimony be taken stenographically unless the parties
agree or the court orders otherwise.

APPENDIX II
APPEARANCE AT DEPOSITION
BY REMOTE ELECTRONIC MEANS
This proposed section would formalize remote appearance.
Although this section deals with telephone appearance,
remote video conferencing is sure to follow.
PROPOSED STATUTE
California Code of Civil Procedure section 2025 would be
amended to add a new subdivision (h)(3):
§ 2025(h)(3)
(3) A person may take, and any person
other than the deponent may attend, a
deposition by telephone or other remote
electronic means. The court may
expressly provide that a nonparty
deponent may appear at his or her
deposition by telephone if it finds there is
good cause and no prejudice to any party.
A party deponent must appear at his or
her deposition in person and be in the
presence of the deposition officer. The
procedures to implement this section shall
be established by court order in the
specific action proceeding or by the
California Rules of Court.

